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Optimal health care delivery requires that providers have
access to current clinical information.1 In the last 25 years,
hospitals have dramatically improved diagnostic capabilities
for both inpatients and outpatients, but providers often
do not have access to the results.2 These disruptions in
information availability lead to clinical errors and can cause
patient injury or death. Many physicians use individual lists
with names, hospital identifiers, room numbers, and perti-
nent clinical information when a decision needs to be made
and the patient’s record is not at hand. With the ready
availability of personal digital assistants (PDAs), many cli-
nicians now keep these patient lists in electronic format.3–6

Physicians can improve their access to information by
downloading patient data into personal handheld computers
that are available wherever decisions need to be made.
Hospital administrators may be reluctant to allow such
information transfers because of concerns about confidenti-
ality and the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule. However, careful definition of the
HIPAA Designated Record Set can eliminate the need to track
the use of information stored in provider PDAs.

All physicians, whether employed by a covered entity or
covered entities in their own right, have legal and ethical
obligations to protect the confidentiality of patient informa-
tion.7 Medical students and resident physicians are members
of the hospital workforce. They have varying levels of
autonomy in medical decision making, but the hospital
administration regulates their activities in the hospital setting;
they are required to follow the privacy regulations of the
hospital that employs them. Other physicians are employed
by hospitals and health plans that contract their services.
These physicians also are under the jurisdiction of the
administrative policies of their employers. Physicians who
treat patients in multiple locations may be part of multiple

workforces and may encounter different policies in each
location. They are ultimately bound by the policies of their
primary covered entity (employer) but should follow the
policies of each facility when working in that setting. Privacy
regulations are set by the privacy officer, a person designated
to design the policies and procedures to ensure compliance
with HIPAA regulations. Even a solo practitioner must
designate a privacy officer for their practice. Physicians
generally are aware of their duty to protect confidential
information in their care, but they may not be aware of the
technical means to protect the information on their PDA.8 We
recommend several simple precautions that should be taken
by every health care provider who stores patient information
on a PDA:

� Keep careful physical control of the device at all times.
� Use data encryption technology to protect the information.
� Use a password when turning on the PDA and a time-out

to reactivate the password.
� Disable the infrared ports except during use.
� Do not send infrared transmissions in public locations.6,9,10

These recommendations should be followed as a matter of
standard practice. The adoption of new technologies has
great potential to improve patient outcomes and reduce
potential injury but also imposes a burden of precautions in
the face of increased risks.11 The use of PDA-based patient
lists is no exception. If physicians download patient in-
formation into their PDAs, over which they alone have
control, they must assume the responsibility for safeguarding
the confidentiality of that information.
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